ITamsaTka a5 odyyarommuxcs 00 nHGOPMALMOHHOI 0e30IaCHOCTH JeTeil

C KaX/IbIM T'OZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, a INKOJIBHUKUA OJTHH U3 CaMbIX
aKTUBHBIX I10JIb30BaTesnel Pynera. Mexay TeM, HOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U NMPOoOIeMbl. DTa aMsATKa JO0JKHA TOMOYb Tebe 0e301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHsbIi BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B fonosHeHue k 3Tomy,
BUPYCBHI MOT'YT MOBPEIUTH WIH MOTHOCTHIO YHHUTOXHUTH BCE (Qailibl U TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3alylleHa 3apaXeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WK JaXKe YHHUTOXKHUTD OTIEPALIMOHHYIO CUCTEMY CO BCceMH (ailiiamu B
nesoM. B GonbIIMHCTBE CllyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MeTobl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Vcnonb3yii coBpeMeHHbIE ONepallMOHHbIE CUCTEMbI, UMEIOIIUE CEPbE3HbIN YPOBEHb 3aLUThI
OT BPEJIOHOCHBIX IIPOTPaMM;

2. IloctrosinHO ycTanaBnuBai nautu (UG poBbIe 3aIaTKU, KOTOPbIe aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LENBIO JOPAaOOTKH MPOTPaMMBbI) U Ipyrue OOHOBJIICHHS CBOCH
orepanuoHHol cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMAIBLHOTO caiita pa3padorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IOJ1 ITpaBaMHU I0JIb30BaTENs, a HE aAMMHHUCTpATOpa. JTO HE
MO3BOJIMUT OOJBIIMHCTBY BPEIOHOCHBIX TPOrPaMM MHCTAJIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE IPOIPaMMHBIE ITPOTYKThI U3BECTHBIX TPOU3BOJUTEINEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OpMAaLIMY, Takue Kak (remika, TucK win (aiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIIBbIOTEpHBIE (DaiiiIbl, MOTyYSHHBIE U3 HEHA/Ie)KHBIX UICTOUHUKOB. [laxke Te
¢aiinbl, KOTOpbIE MPUCIIaT TBOW 3HaKOMBIH. Jlydllie yTouHH y HEro, OTIpaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepeiaun TaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B 1991
roJly HUJepaaHackas komrnanus 3aperucrpuposaia 6pens "WECA", uyro o003Havano
cnoBocouetanue "Wireless Fidelity", koTopblii mepeBoanTcs kak "0ecrpoBoiHAs TOYHOCTH'.

Jlo Hamrero BpeMeHH JI0IUIa apyras abbpeBuarypa, KoTopas sSBJISETCS TaKOH K€ TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTAaHAAPT BBICIIECH
3ByKOBOM TexHUkH Hi-Fi, 4T0 B mepeBojie 03Ha4aeT "BHICOKAsk TOYHOCTH'.



Ja, 6ecruiaTHbI HHTEPHET-IOCTYII B Kae, OTENAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTME 3KCIepThl CUMTAIOT, YTO 001 0CTYyIIHbIE Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

CoBeTbl 110 O0€30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro muuHyto nHpopmMaiuio yepes odomenocrymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KAKHE-TO HOMEPA,;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMBI B OpaHaMayep. TeM caMbIM Th
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonw3zoBanuu Wi-Fi otkmoun ¢pyaknuro "OO6muii qoctyn k (aitiam u npuatepam'.
JannHast QyHKIHS 3aKphITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPHIE MOJIh30BATEIIN aKTUBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnone3yit myonuunsiii WI-FI nns nepenaun audHbIX JaHHBIX, HATPUMED 7S BBIXO/1A B
COLMAIIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yii Tonbko 3amunieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-anmpeca BBoau UMeHHO "https://";

6. B mobunsHOM Tenedone otkimoun ¢ynkuuio "l[lonkmouenne k Wi-Fi aBromarnyecku". He
JIONyCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk ceTasM Wi-Fi 6e3 TBoero cormacwusi.

CoumnajbHble ceTH

CouuanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PAaOOTAIOT U KUBYT Tam
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MuUIMap/1 4e0BeK, UTO SBISIETCS OJHON
CeIbMOM BCeX JKUTEeNEH TIaHeThl. MHOTHE MOJIh30BaTeNM HE TOHUMAIOT, YTO HH(pOopMaIus,
pa3MeIleHHas MU B COLIMATBHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIOIB30BaHa KEM YTOJTHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIAAJIBHBIX CETAX:

1. Orpanuyb criucok Apy3ei. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CITYYalHBIX U HE3HAKOMBIX
b1 {001 (7 K

2. 3amuiaii cBOI0 4acTHYIO ku3Hb. He yka3biBail mapounu, TenedoHsl, ajpeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYI0 HHPOPMALIKIO. 30YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh JaXe
I/IH(i)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTEC IMPOBECTH KAHUKYJIBI;

3. 3amminaii CBOO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc: XoTes ObI ThI,
4TOOBI APYrUe MOIB30BATENN BUJIENH, YTO ThI 3arpyskaeiib? [logymai, mpexae 4emM 4To-To
OITyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACILb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U
JPYTyI0 JUYHYIO0 HH(OPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U TPOYEE;



5. U36eraii pa3menienns ¢potorpaduii B UuTepHere, rae Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOW MOXKHO OIIPEEIIUTH TBOE MECTOIIOJIOKECHNUE;

6. [Ipu peructpanuu B CONUAIBHON CeTH HEOOXOAMMO UCIIOIB30BATh CIOXKHBIC MAPOJIH,
cocrosmume u3 OyKB ¥ (P U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. 1nst conManbHOM CeTH, MOYTHI M IPYTUX CAaTOB HEOOXOIMMO UCIIOIb30BaTh pa3HbIe MapOIIH.
Torna ecau Te6st B31I0MAIOT, TO 370yMBIIUIEHHUKH MOJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JIeKTPOHHBbIE IeHbI' U

QHGKTpOHHHe AJCHBI'U - 3TO OYCHb y,[[O6HI;II>i cIoco0 HHaTe)I(eﬁ, OHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

QHGKTpOHHHe JCHBI'U ITOABHUJIMCH COBCEM HCIAaBHO M UMCHHO H3-3a 3TOI'O BO MHOI'UX
rocyaapCTBax A0 CUX IIOP HEC NPONHCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemaeTcs MPOBOIUTH Onepauy 0e3 HAeHTU()UKALIUH TT0JIb30BATENs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS 0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxoke crieayeT pa3nuyarh JIEKTPOHHBIE (PHATHBIE A€HBIH (PaBHBI TOCYAAPCTBEHHBIM BAJTIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:
1. ITpuBsixu Kk cueTy MOOMIBbHBIN TenedoH. ITo caMblil yA0OHBIHM 1 ObICTPBII C11OCOO
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, eCir 3a0yAeIb CBOM

MIaTEKHBIM napoJib Ui 3aiAeIIb Ha CAUT ¢ HE3HAKOMOTO YCTpOﬁCTBa;

2. Ucnonw3yit ogqHopazoBble mapomnu. [locie nepexona Ha YCUIICHHYIO aBTOPU3AIIUIO Te0e yxke
He OyJIeT yrpokKaTh OMACHOCTh KPaXKH WJIM MepexBaTa TIaTeKHOTO MapoJis;

3. BriGepu cnoxHblit mapos. [IpectynHukam OyneT He IpOoCTO yrajaTh CI0XKHBIM Mapoib.
Hanexxubie maposu - 3To napoiu, KOTOpbIe COIepKaT He MeHee 8§ 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MTPOMHUCHbIE OYKBBI, HIU(PBI K HECKOJIBKO CHMBOJIOB, TAKUE KaK 3HAK JI0JUIapa,

(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHIL.

DJIeKTPOHHAS MMOYTA

DIIEKTPOHHAS MT0YTA - TO TEXHOJIOTHS U MPEIOCTABISIEMBIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACTSIOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO JIEKTPOHHBIN TOYTOBBIN SIIIUK BHITIISIUT CICIYIONUM 00pa3oM:



UMs_TIONIb30BaTes (@Ml _foMeHa. Takke KpoMme mepeiaun IpoCcTOro TeKCTa, UMEeTcs
BO3MOKHOCTb IlepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:
1. Hamo BeIOpaTh IpaBUIILHBIN MOYTOBBINA cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OECIUTaTHBIX OYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPSTh TEM, KOTO 3HACIIb U KTO MEPBBIi B

pEUTHHTE;

2. He yka3biBaii B TMYHOM MoYTe JIMYHYIO HH(popMaruo. Hanpumep, rydrie BEIOpaTh
"My3bIKaJIbHBIN (aHaTt@" wim "pok2013" BMecTo "Temal3";

3. Mcnonb3yit ABYX3TaNHYIO aBTOPU3AIHI0. DTO KOT[a IOMUMO Taposis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Beibepu ciioxkHBIN TTapostb. I KaKI0ro MOYTOBOTO SITUKA JOKESH OBITh CBOM HAJICKHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. I/ICHOHBBYﬁ HCCKOJIBKO ITIOYTOBBIX AITWKOB. HepBHﬁ JJIA YaCcTHOM MEPCIIMCKU C aipeCaTaMu,
KOTOPBIM ThI JOBCPACHID. 9710 3JICKTpOHHI)II71 aapeC HEC HAa0 UCIIOJb30BAaTh IIPU PpECTrUCTPpaAllUX Ha

dopymax u caiitax;

7. He oTkpeiBaii (paiinel v Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke€ €CITU OHU MPUIIUTH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIIN I OHU TeOe 3TH (ailiibl;

8. Ilocie okoH4aHus pabOTHI HA TOYTOBOM CEpPBHUCE Tepe]] 3aKPhITHEM BKIIAJKU C CAWTOM He
3a0yap HaXxaTh Ha "Beriitu".

Ku6epOyJuIMHT MM BUPTYaJIbHOE U3/1eBATEJILCTBO

KubepOymuHr - mpecieqoBanue cOOOIEHUSIMH, COAeP KAIMMUA OCKOPOJIEHHUS, arpeccHIo,
3alyTHBAHUE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C TOMOUIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He ©pocaiics B 60#. Jlydmuit cioco0: mOCOBETOBATHCS Kak ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MO>KHO OOpaTUThCA, TO BHaYalle yCIIOKOUThCs. ECiu Thl HayHeIb 0TBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30XiKellb KOH(IUKT;

2. Yopasindii cBoeil kubeppenyTanmei;

3. AHOHMMHOCTb B ceT MHMMasA. CyIleCTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XyIUTaHCKHUI 00pa3 BUPTYyaJIbHOM kHU3HHU. IHTEpHET (PUKCHPYET BCE TBOU
JIEHCTBHSI M COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiiHe 3aTPyIHUTEIBHO;



5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eanHUYHbIA HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUlIe
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKkpallaeTcs Ha Ha4yaJbHOU CTa UM,

7. ban arpeccopa. B nporpamMmMax oOMeHa MIHOBEHHBIMHU COOOIIIEHUSIMH, B COLUAJIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHPOBKHU OTIPABKH COOOIIEHHH C ONPEIENICHHBIX aPECOB;

8. Ecnu b cBUeTENs KnbepOysuinHra. TBOM NeHCTBUS: BEICTYIIUTh POTHUB MPECIIeI0BATENS,
[I0Ka3aTh €MY, 4TO €r0 JIEHCTBUS OLIEHUBAIOTCSI HETaTUBHO, IOJJIEPKATh )KEPTBY, KOTOPOI

HY>XHa IICUXOJOIrn4YeCKas IOMOIIb, COO6H_II/ITB B3pOCJIbBIM O (baKTe arp€CCUBHOIO ITOBEACHH B
CCTH.

MoOunbHbIi TesiedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOIHE B3POCIbI (DYHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPHUPOBAThH CO CTAIIMOHAPHBIMU KOMITbIOTepamu. OJIHAKO, CPEACTB
3alUTHI JJ1 TOJI0OHBIX YCTPOMCTB MOKA OYEHBb Mallo. TeCTUPOBAaHUE U MOUCK ySI3BUMOCTEH B
HUX TIPOUCXOJIUT HE TaK MHTeHCUBHO, Kak i [IK, To e camoe kacaeTcsi 1 MOOMIIBHBIX

MIPUITOKEHU .

CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHATIOTH, OJTHAKO
pacuupenue GyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alIUIIIEHHOCTD.

I[EU'IGKO HE BCC IIPOU3BOAUTEIIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKpPbIBAIOIUC KPUTHYCCKUC
YA3BUMOCTHU 1A CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBisieTcst mo-HacTosemMy OecriaTHbIM. byib ocTopoxeH, BeAb Koraa Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO TUIATHBIE YCIIYTH;

Jymaii, mpexae yem otnpaButh SMS, ¢hoTo miu Buaeo. Tl TOUHO 3HACIIB, TJ€ OHU OYAYT B
KOHEYHOM utore?

Heo6x0a1Mo 0OHOBIIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB,;

He 3arpy>i<a171 IMMPUITOKCHUA OT HCU3BCCTHOI'O UICTOYHUKA, BEIb OHU MOTYT COACPIKATh
BPE€AOHOCHOEC IPpOTrpaMMHOE O6CCH€‘—I€HI/IC;

[Tocne TOro Kak THI BBIWEIIH C CaiiTa, T/ie BBOIIII JTHUHYIO HHPOPMAITUIO, 32l B HACTPOUKH
Opaysepa u ynanu cookies;

[Tepuoanuecku mMpoBepsii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMEP MOOUIBLHOTO TenedOoHa TOJIBKO JFOSM, KOTOPBIX THI 3HACITH U KOMY
JIOBEPSICIIIb;



Bluetooth momken ObITh BBIKIIFOUEH, KOTJa THl UM HE TOJNIb3yelibest. He 3a0biBaii nHOT 1A
IIPOBEPSATH 3TO.

Online urpsl

COBpeMeHHBIG OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaThIBAOIIUEC PA3BJICYCHM, OGLGI[I/IHSIIOH_II/IC
COTHH THICSY YEJIOBEK MO BceMy Mupy. Irpoku uccieayroT JaHHbIH UM MHUpP, OOLIAIOTCS APYT C
JIPYrOM, BBITIOJIHSIOT 33/IaHUSI, CPAXKAIOTCSI C MOHCTPAMU U TIOJIYYarOT OTBIT. 32 YI0BOJILCTBUE
OHH IUIATST: MOKYMAIOT IUCK, OIIAYMBAIOT A00OHEMEHT WJIM MIPHUOOPETAI0T KaKHe-TO OMIIUU.
Bce aTu cpenctBa uayT Ha nojiepKaHue U Pa3BUTHE UTPbI, a TAK)KE Ha caMy 0€30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI daBTOPHU3AallMH, BBIITYCKAOTCA HOBBIC IMATYN (III/I(i)pOBI)IC 3allJIaTKu

JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUrpax CTOUT OI1aCaTbCA HC CTOJILKO CBOHUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroii urpok Benet ceds MI0X0 WK co37aeT Tebe HeMPUATHOCTH, 3a0JIOKUpYii ero B
CITUCKE UTPOKOB;

2. lloxkanylicsa aAMUHUCTpATOpPaM Urpbl Ha IJI0XO0€ MMOBEACHHUE ITOTO UIPOKA, JKENATEIbHO
IIPWJIOKUATH KaKHE-TO JTOKa3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMuHYyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIaIbHbIE TATYN U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE apOJIH;

7. I[ance BO BpCMsA UT'PBI HE CTOUT OTKIIIOYATh aHTUBUPYC. IToka TbI ur paciib, TBOM KOMIIBIOTCP
MOT'YT 3apa3uTh.

DOUIIUHT WA KpaiKa JUYHbIX JaHHbIX

OOBIYHOM Kpakeil JeHeT U JOKYMEHTOB CETOHS YKe HUKOTO HE yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TI0YMBIIINICHHUKH TIEPEMECTIIIMCH B MHTEPHET, U TTPOJIOHKAIOT
3aHUMATHCS "MIOOUMBIM" HEJIOM.

Tak mosiBUIIach HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (DUILKHT, TJIaBHAs 1[eJIb KOTOPOTO
COCTOMT B TTOJTy4CHNH KOH(PHICHINAIBHBIX JaHHBIX IT0JIb30BATEIICH - JIOTHHOB M maposneil. Ha
aHruiickoMm s3bike phishing ynraercs kak gumuHr (ot fishing - peiOHas moBis, password -
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnenm 3a cBouM akkayHTOM. Eciii ThI TO103peBacIiib, 4YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KHPOBATh €€ U COOOLIUTH aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YMCJIEC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Mcnonb3yii clokHbIC U pa3HbIe Mapoin. TakuM oOpa3om, eciiu TeOst B3JIOMAIOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3110Mali, TO HEOOXOAMMO MPEYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
N00aBJIeHBI y TEOS B IPY3bsIX, O TOM, YTO TeOs B3JIOMAJH U, BO3MOXHO, OT TBOETO UMEHH OyIeT
pacchlIaThCs CIaM U CChUIKM Ha (DUITMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapodisi B Opaysepe;

7. He oTkpsiBaii (paiinel U Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke€ €CITM OHU MPUIIUTH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIIPABIISUTH JTU OHU TeOe 3TH (haliIbl.

HudpoBas penyranus

[udposas penmyTauus - 3T0 HEraTUBHAs WK NO3UTUBHAS MH(OpMAIHS B CETH O Tebe.
Komnpomerupytomias uHQpopmaiius, pa3MelieHHasi B UHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOM xu3HU. "Lludposas penyranusa" - 3T0 TBOI UMUK, KOTOPBINA
bopmupyercs u3 uHGoOpMaIuu o Tede B UHTEPHETE.

TBOE MecTO KUTENIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpocTKH JETKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON UH(OpMAIUH B
WuTepHeTe, HE MOHUMAsi BO3MOXKHBIX MociencTBUN. Thl 1a)ke He CMOXKEIb 0TralaThCsl O TOM,
yTo (poTorpadus, pazmelieHHas S5 JeT Ha3ald, cTaja NIPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE UCUE3HYTh Jaxe
10CJI€ TOTO, KaK Thl MX yJanuilb. Thl He 3HaeIlIb, KTO COXPAaHHWJI 3Ty HH(POPMAIIHIO, TIOTANA JIU
OHA B [TOMCKOBBIE CUCTEMBI M COXPAaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’KaIOIINeE JII0JIU, KOTOpbIE HAWIYT U YBUAT 3T0. HaiiTn nHpopMainio MHOTO JIET CIlycTs
CMOKeT JI000i1 - Kak U3 100pbIX NOOYKACHH, TaKk U C HAMEPEHUEM NPUUUHUTD Bpea. ITO
MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI IO 3aIIUTE LIUPPOBON penyTaIiu:

1. ITogymaii, mpexie 4ueM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O6J0re Wik B COLUATBHOM
CeTH;

2. B Hactpoiikax npouis ycTaHOBU OTPaHUYEHUS Ha IPOCMOTP TBOETO MPOMIISL U €T0
COAEP)KUMOTO, CIeTal ero TOJbKO "I apy3en";



3. He pa3meniaii u He yka3bpIBail HHPOPMALIUIO, KOTOPAsk MOXKET KOT0-TH00 OCKOPOIATH UK
00MXaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE TTOJIB30BaTeN IH(ppoBoro npocrpancTea. OgHaKO
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOro Mupa TpedyeT
COOJIIOJICHHSI TTPAB HA HHTEIJICKTYAIBbHYIO COOCTBEHHOCTD.

TepMmuH "HHTEIEKTyalbHAasi COOCTBEHHOCTB" OTHOCHTCS K PAa3IMYHBIM TBOPCHUAM
YeJI0BEYECKOr0 yMa, HAUYMHasl ¢ HOBBIX M300pETEeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTb
Ha MPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, pororpadusMu, KHHOPUIEMaMH U
MY3bIKaJIbHBIMH [IPOU3BEACHUSAMHU.

ABTOpCKHE IIpaBa - 3TO [IPaBa Ha UHTEJJIEKTYAJIbHYIO COOCTBEHHOCTh Ha IPOU3BEIEHUS HAYKH,
JUTEpPaTyphl U UCKyCCTBA. ABTOPCKHE IpaBa BbICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/AET HallpacHbIM, AACT €My CIIpaBeIMBbIE
BO3MO>KHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyUYUTh U3BECTHOCTb U IPU3HAHUE.
Huxro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOM3BOIUTE €T0 MIPOU3BEACHUE, paCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATH, IIyCKaTh B IPOKAT, IIyOJUYHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHAT B 3(Hpe WK pa3meniaTts B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOT0 00ECTICUCHHSI MOYKET TPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAAHHBIX K TBOMM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T1ie
yCTaHOBJICHA HeJleraibHas mporpamma. He cTouT Takske 3a0bI1BaTh, 4YTO CYIIECTBYIOT JIETAIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBu4OK.p( - TBOM TJIABHBIA COBETYMK B CETU. 3/1ECH Thl MOXKEIIb Y3HATh O O€30MTaCHOCTH B
CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BOBHUKHOBEHUU KPUTUYECKON CUTYyaIIMU
00paTUTHCS 3a COBETOM. A TakKe MPUHATH Y9aCTHE B KOHKYPCAX M CTaTh CaMbIM UG POBBIM
rpakJJaHUHOM

ITamsaTka aos o0yvaromuxcs 00 HHGOPMANMOHHON 0e30I1aCHOCTH J1eTeil

C KaX/1bIM T'OZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IKOJIBHUKH OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTenel Pynera. Mexay TeM, TOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MpoOIeMbl. DTa NaMsaTKa J0JKHA TOMOYb Tebe 6e301macHo
HAaXOJIUTHCS B CETH.

Komnbrorepabie BUpPYyCbI

KoMnbloTepHbIil BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B nononHeHue k 3Tomy,
BUPYCHI MOT'YT ITOBPEIUTDH WM NOTHOCTHIO YHUUTOXHTD BCe (hailiibl U TaHHBIE,
HOJKOHTPOJIbHBIE MT0JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3aMylleHa 3apaXeHHas IporpaMma,



a TaKk)Ke MOBPEIUTh WIN AaXKe YHUUTOXKHUTDH ONEPALIMOHHYIO CUCTEMY CO BCeMH (ailiamu B
1esnoM. B 6obIIMHCTBE CllydaeB pacpOCTPaHSIIOTCS BUPYChI Uepe3 HHTEPHET.

MeTOI[BI 3alIUThI OT BPCAOHOCHBIX IIPpOrpaMm:

1. Ucnionb3yii coBpeMeHHbIE ONEPAMOHHBIE CUCTEMBI, UMEIOLINE CEPbe3HbI YPOBEHb 3aIUTHI
OT BPEZOHOCHBIX IIPOTPaMM;

2. IloctrosinHO ycTaHaBnuBai nautu (1M pOBbIe 3aIIaTKU, KOTOPbIe aBTOMAaTUYECKU
YCTaHABIIMBAIOTCSA C ENIBIO IOPa0OTKH MPOTPaMMBI) B IPYTHe OOHOBICHHS CBOCH
onepanroHHoi cucteMbl. CKaunBai UX TOJIBKO ¢ ouIHaIbHOTO caidTa pazpaborunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 1101 ITpaBaMHU I10JIb30BaTENs, a HE aAMMHHUCTpATOpa. JDTO HE
HIO3BOJIUT OOJIBLIIMHCTBY BPEIOHOCHBIX ITPOTPAMM MHCTALUIMPOBATHCS Ha TBOEM MEPCOHAIIEHOM
KOMITBIOTEPE;

4. Ucnonb3yii aHTUBUPYCHBIE IPOIPaMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOJUTEINEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp HpU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHII,

6. Vcrionb3yii BHEIIHUE HOCUTENN HH(OPMAIIHH, TAKHE KaK (hJIelka, TUCK HiIu (aii u3
MHTEPHETA, TOJILKO U3 TIPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTkphIBail KOMIbIOTEPHBIE (Daiiiibl, MOTyYSHHbBIE U3 HEHA/IeXKHBIX UICTOUHUKOB. [laxe Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydille yTouHM y HEro, OTIPABJISUI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - aT0 He BuI nepeaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIMIIb OpeHn, Mapka. Eme B 1991
roJly HUJepiaaHjackas komnanus 3aperucrpupoaia 6pens "WECA", uyro o003Havano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcs kak "6ecrpoBoHas TOYHOCTH'.

Jlo Hamero BpeMeHH JAoIuIa Ipyras ab0peBuaTypa, KOTopas SBISIETCS TAKOH JKe TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTaHAAPT BBICIIEH
3BykoBoill TexHuku Hi-Fi, uto B nepeBoie o3HauaeT "BbICOKasi TOYHOCTBH".

Ja, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U adponopTax SBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE 3KCepThl CUUTAIOT, YTO 00IIe10CTyHbIe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00MIEIOCTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoto nuuHyto uHpopMaluio yepes odmenoctymnnusie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeJIbHO HE BBOJIUTH MAPOJIU JOCTYIA, JJOTHHBI U KaKhe-TO HOMEpa;

2. Ucnionw3yit u 0OHOBIISI aHTUBHPYCHBIEC POTPAMMBI M OpaHaMayep. TeM caMbIM ThI
obe3omacuiib cedst OT 3aKauKH BUpPyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnonszoBannu Wi-Fi otkmoun ¢pynkuuto "OOmuit foctyn K (aiinam u npuHTepam'”.
JlanHast GyHKIUS 3aKpBITa IO YMOJTYAHHIO, OJJHAKO HEKOTOPBIC MOJIb30BATEIHN aKTUBHPYIOT €€
11 y10OCTBa UCIIONIB30BAHUS B paboTe min yueoe;

4. He ucnionw3yii myOmmunsiii WI-FI 1t mepenaun TUYHBIX JaHHBIX, HAIPUMED AJIS BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonpko 3ammuinennoe coenuaenne uepes HTTPS, a ue HTTP, T.e. npu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun pynkuuio "Tlogkmouenne k Wi-Fi aBromatuuecku'. He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOUEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CounajbHble ceTH

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIILY )KU3Hb, MHOTHE JIFOJM PA0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YEIIOBEK, UTO SIBISICTCS OJTHON
CEeIbMOI BCeX JKUTENCH TIaHeThl. MHOTHE T0JIb30BaTENIM HE TIOHMMAIOT, YTO HH(OpMAIHs,
pPasMCIICHHAA UMW B COOUAJTIBHBIX CCTAX, MOXKCT OBITH HaﬁHeHa " UCII0JIb30BaHa KEM yroaHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJITariMK HaMEPEHHUSIMU.

OCHOBHBIE COBETHI 10 O€30IaCHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpanuyb ciucok Apy3ei. Y Te0s B IpYy3bsiX HE HOJDKHO ObITh CIyYailHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amMiail cBoro YyacTHYIO Ku3Hb. He yka3biBail mapoiu, TesneoHsbl, aapeca, 1aTy TBOETO
POXKIEHUS U IPYTYIO JTUUHYI0 HH(POPMAIUIO. 37I0YMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh J1aXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuiiaii CBOIO permyTalHtIo - Iep>KU €€ B UUCTOTE U 3aJaBail cebe BOpoc: XOTel Obl ThI,
YTOOBI JPyTHe MOJb30BATENN BUIEIH, YTO ThI 3arpyxaews? [Tomxymaii, mpexiae yemM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHUILIB C JIFOABMH, KOTOPBIX HE 3HACIB, HE UCIIOJIb3YH CBOE PEAIbHOE UMS U
JIPYTYIO JTUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MPOYEE;

5. N36eraii pa3menienus ¢potorpaduii B IuTepHere, rae Thl H300pa’keH Ha MECTHOCTH, I10
KOTOPOM MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu perucrparuu B COIMATBHON CETH HEOOXOIUMO HCTIOIB30BaTh CIIOKHBIC TTAPOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. I[J'IH COLIMAIIbHOM CCTH, ITOYUTHI U APYTUX CaiToB HCOGXOI{I/IMO HCIIOJIb30BATh PA3HBIC IIAPOJIH.

Toraa ecnu Te0s1 B3JIOMAIOT, TO 3JIOYMBITTUICHHUKH TTOJIYYaT TOCTYI TOJIHKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'H



DJEeKTPOHHBIE JICHBTH - 3TO OY€Hb YA0OHBIN crIoco0 IaTexel, 0JHaKO CYIIEeCTBYIOT
MOILICHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIU.

:‘)J'ICKTpOHHBIe JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CHUX IMOP HC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3pemiaeTcs MpoBOAUTH onepanuu 0e3 HaeHTU()UKALUY 1T0JIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALNA I0JIb30BATEIN ABISETCSA 0053aTEIbHOM.

Taroke clieayeT pa3nuyarhb IEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BAaJTIOTaM)
U JIEKTPOHHbIE He(pUaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C SJICKTPOHHBIMU JACHbI'aMHU:

1. [TpuBsiku K cueTy MOOUITBHBIN Tene(oH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cdery. [IpuBs3aHHbIN TenedoH IMOMOXKET, €Cliu 3a0y/IeIIb CBOI
TUTATS)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonw3yit onHopa3oBbie maposu. [locne nepexona Ha YyCUIIEHHYIO aBTOPHU3aLIUIO TeOE yKe
He Oy/IeT yrpoXaTh OMAaCHOCTb KPa)KH UITU MepexBara MIaTeKHOro MapoJis;

3. Beibepu cnosxHblil mapons. [IpectynHukam Oyner He MPOCTO YrajaTh CIOKHBINA MapOJib.
Hanexxnble maposu - 3To napoiu, KOTOpbIe cofiepkKaT He MeHee 8 3HAKOB U BKJIIOUYAIOT B ce0s
CTPOYHBIE U MTPOMUCHbIE OYKBBI, LIU(PBI K HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK JI0JUIapa,

(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hapumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSICILIb.

DJIeKTPOHHAA MOYTA

DNEKTPOHHAs MOYTA - 3TO TEXHOJIOTHS U IIPEIOCTABIIIEMBIE €10 YCIIYTH I10 MEPECBIIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOIICHHH, KOTOpPBIE pacTIpeAEIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIIEIYIOIIUM 00pa3oMm:
UMs_TIOJb30BaTeNI(@uMs_oMeHa. Taxke Kpome repeaadu MpocToro TeKCTa, MeeTcs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOUTOM:
1. Hayto BbIOpaTh mpaBUIIbHBIHN MOYTOBBIHM cepBHC. B HHTEpHETE €CTh OrpOMHBIN BEIOOP
OecrIaTHBIX MMOYTOBBIX CEPBHCOB, OJJTHAKO JIYUIIE T0BEPSITh TEM, KOTO 3HACIIb U KTO MEPBbII B

pEUTHUHTE;

2. He yka3piBaii B TMYHOM MTOYTE TUUHYIO HHGopManuio. Hampumep, mydie BeIOpaTh
"My3bIKaIbHbIN _(aHaT@" umn "pokx2013" Bmecto "Temal3";

3. Mcnonp3yil IBYX3TallHYIO aBTOPU3ALMI0. JTO KOTAa IOMUMO MapoJisl HY’KHO BBOAUTH KO/,
npuchUIaeMbii 1o SMS;



4. Boibepu cinoxHbBIN apostb. 11 KaKI0ro MOYTOBOTO SIUKA JOKEH OBITh CBOM HAJCKHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. IIepBblIil 17151 4acTHOW MEPENUCKU € aJpecaTaMu,
KOTOPBIM Thl JOBEPSACLIb. DTO MIEKTPOHHBIN apec HE HAJ0 UCIIOIb30BaTh IIPU PETUCTPALlUU Ha
dopymax u caiitax;

7. He oTkpbiBaii (paiinel U Apyrue BIOKEHHUS B MUCbMaX, 1a)Ke €CJIM OHU IMPUIIUIH OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. ITocne okoHYaHms pabOTHI HA TIOYTOBOM CEPBHCE TIEPE]] 3aKPHITHEM BKIIAJIKU C CATOM HE
3a0yqb HAXaTh Ha "BeiidTH".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymuHr - mpecieoBanue coOO0IEHUSIMH, COACPKAIIMMUA OCKOPOJICHHUS, arpeccHIo,
3alyTMBaHKe; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0PBOE ¢ KNOEPOYIUITMHIOM:

1. He 6pocaiics B 00if. JIyummii cioco0: mocoBeToBaThesl Kak ceOsl BECTH U, €CIIM HET TOTo, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. Eciy Thl HaUHEIb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa30kKellb KOH(IUKT;

2. YopaBnsii cBoei kubeppernyramnuei;

3. AHOHMMHOCTb B ceT MHMMasA. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 38 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyIUraHCKHI 00pa3 BUPTYyalIbHOM ku3HU. HTepHET (hpukcupyer Bce TBOU
NENCTBUS U COXpaHSEeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

5. Co0Oroiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii equHIYHbIN HeratuB. OJTHOPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JTyYllle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. Ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPeIeICHHBIX aIpecOB;

8. Ecnu ThI cBUzeTeNns KnOepOyuMHra. TBOU AEHCTBUS: BHICTYIIMTH IPOTHUB MIPECIeI0BATENS,
IIOKa3aTh €My, 4TO €T0 JEeHCTBUSA OLICHUBAIOTCS HETaTUBHO, OIECPKATh JKEPTBY, KOTOPOU
HYXHa [ICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEICHHS B
CETH.



MoOunbHbIi TesedoH

CoBpeMenHbIe cMapT(OHBI U ITAHIIETHI COJIEpKaT B cebe BIOIHE B3POCbIN (DyHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTepamMu. OHAKO, CPELCTB
3aIUTHI JUISI TOTO0HBIX YCTPOUCTB MOKA OYEHb Maslo. TeCTUPOBaHUE U TOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak A I1K, To xe camoe kacaercss 1 MOOMIIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHBIE MOOUIIBHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupeHue (pyHKIMOHAJIa BIIeYET 3a cO00 OOJIBIIYIO CIIOKHOCTh U MEHBILYIO 3alUIIEHHOCTb.

I[aneKo HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HHH, 3aKPbIBAIOIIUC KPUTHYCCKUC
YA3BUMOCTH JIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOUIBLHOTO Teﬂe(bOHaZ

Huuero He sBisieTcs MMO-HACTOAIICMY OecIUIaTHBIM. By,HL OCTOPOKCH, BCIb KOraa TeOe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KAKUC-TO IUIATHBIC YCIIYTU,

Hymaii, mpexae yem otnpaButh SMS, ¢hoTo minu Buaeo. Tl TOUHO 3HACIIB, T OHU OYAYT B
KOHEYHOM HUTOTrE?

Heo6xoanMo 0OHOBIIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeJEe(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O HICTOYHUKA, BEAb OHU MOTYT COACPIKATDH
BPC€AOHOCHOC IPOTpaMMHOC O6CCHC‘ICHI/IC;

[Tocne TOro Kak ThI BBIWJEIIb C caiiTa, I/ie BBOAMII JIMUHYIO HHPOpPMAIIHIO, 3211 B HACTPONKHU
Opaysepa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JlaBaii cBoif HOMep MOOMIBHOTO TeNe(OHA TOIBKO JIFOIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICIIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MOJNIb3yelibes. He 3a0biBail nHOT 1A
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BIeueHUs, 00bEINHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. Urpoku uccneayror JaHHbIH UM MHp, OOIIAIOTCS IPYT ©
JIPYTOM, BBIIIOJIHSIOT 3a/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U IOJYy4YalOT OTBIT. 3a YJOBOJIbCTBUE
OHH IUIATAT: MOKYNAIOT TUCK, OIUIAYMBAIOT ADOHEMEHT MJIN IPHOOPETAI0T KAKUEe-TO OILIUU.

Bce T cpencTBa HIyT Ha MOAICPKAHNE M PA3BUTHE UTPHI, a TAKXKE HA caMy 0e301acHOCTh:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC MaT4H (IIU(GPOBHIE 3aIlJIaTKU
JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HO,Z[O6HI>IX HUrpax CTouT OonacaTtbCqa HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaXKH TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3allun OOIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok Benet ceOs MI0X0 WK co37aeT Tebe HEeMPHUATHOCTH, 3a0JI0KUpYii ero B
CITUCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM MI'PbI Ha IJIOXO0E ITOBCACHUC 3TOI'0 UI'POKa, KCJIATCIIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3piBaii TnuHyI0 HHPOPMALIUIO B Tpodaiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIMaIbHbBIE TATYH U MOJIBI;

6. Vcrionb3yil CIOXKHBIE U pa3HbIE MapOJIH;

7. I[a;xe BO BpEMs UI'PBI HE CTOUT OTKJIIOYAaTh aHTUBHUPYC. IToxa ThI HUIrpaciib, TBOM KOMIIBXOTEP
MOT'YT 3apa3uThb.

OUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkeil eHeT U TOKYMEHTOB CErOAHS YK€ HUKOTO He YIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37TI0YMBIIICHHUKH IEPEMECTIIINCH B MHTEPHET, U TIPOJIOJKAIOT
3aHUMAThCS "IMIOOUMBIM" IEJIOM.

Tak nosiBH1ach HOBasi yrpo3a: HHTEpHET-MOLUICHHUYECTBA WK (DUIIMHT, TJIaBHAas 11eJIb KOTOPOTo
COCTOUT B MOJIyY€HUH KOH(GHUAESHIIMATBHBIX JAHHBIX M0JIb30BaTeNeH - JOTMHOB U naposieil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - peidHas noBis, password -
apoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnionw3yit 6e30macHbie BEO-CAThI, B TOM YHCIIE, MHTEPHET-MAara3uHOB M TIOMCKOBBIX CHCTEM;

3. Ucnons3yit ciioxHbIe U pa3HbIe Tapoiid. TakuM 00pa3om, eciau TeOst B3IOMAIOT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OMau, TO HEOOXOAUMO MPEaYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
J00aBJICHBI y T€OS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyieT

pacCblIaTbCA CIlaM U CCHUIIKW Ha (I)I/IH_II/IHI‘OBBIG CaI>'ITBI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOUIBHBIN TenedoH;



6. OTKIIIOYM COXpaHEHUe maposis B Opaysepe;

7. He oTkpsiBaii (aiisibl U Apyrue BIOKEHUS B MUCbMaX, Ja)Ke €CIIM OHU MPUIILTH OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiibl.

Hudposas penyranus

[udposas pemyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromas nHopmarus, paMellieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xu3Hu. "Lludposas pemyranus” - 3T0 TBOI UMUK, KOTOPBIN
dbopmupyeTcst 3 UHGopMauu 0 Tebe B HHTEPHETE.

TBoe mecTo KUTCJILCTBA, y‘Ie6BI, TBOC (1)I/IH8.HCOBO€ ITIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacCcKasbl O OJIM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue noapoCTKU JETKOMBICICHHO OTHOCSTCS K MyOJIMKAINK TUYHON HHPOPMAIIIH B
WNHuTtepHeTe, HE MOHUMAsI BO3MOXKHBIX TTOCIIEACTBUN. ThI 1ayke HE CMOXKEIIb JOTaaaThCs O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3a/l, cTajia MPUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYTh JaXe
MOCJIE TOTO, KaK Thl X YJAIHIIb. Thl HE 3HACIIH, KTO COXPAHIII 3Ty HH(POPMALIHIO, TIOTaJa JIX
OHA B IMOMCKOBBIE CUCTEMBI M COXPaHUIIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT 0 Tebe
OKPY>KaIOIIKE JIFOJIU, KOTOPhIE HAUAYT U YBUAAT 3T0. HaliT nHdOpmaImio MHOTO JIET CITyCTS
CMOKET JIt000i1 - KaKk U3 100pBIX TOOYKACHH, TaK U C HAMEPEHHEM MPUUYUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTaruu:

1. ITogymaii, mpexe 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B OJ0re UM B COLUANIBHOM
CeTH;

2. B HacTpolikax npo¢uiis yCTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIIS U €ro
COJZIEP’)KUMOT0, CIIENal €ro TOJIbKO "Il Ipy3en';

3. He pa3smemnait u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISATh MK
00MXKaTh.

ABTOpCKOe IPaBo

CoBpeMeHHbIE IITKOJILHUKY - aKTUBHBIE TTOJIb30BaTENH I (PpoBOro npocrpancTBa. OaHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTUMHU BO3MOKHOCTSIMH IM(PPOBOro Mupa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmuH "UHTENIEKTYyaIbHAs! COOCTBEHHOCTD' OTHOCHUTCS K Pa3JIMYHBIM TBOPECHHIIM
YeJI0BEYECKOro yMa, HAaUMHAas ¢ HOBBIX H300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUramu, ¢pororpadusmMu, KHHOGUIbBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.



ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BRICTYNAIOT B KAYE€CTBE FAPAHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/eT HalpacHbIM, AaCT €My CIIpaBeIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPy/a, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3zpemieHust aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 MPOU3BEICHUE, PACIIPOCTPAHSTH,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATH, ITYCKaTh B IIPOKAT, IyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Hcnonp3oBanue "mupaTcKoro” mporpaMMHOTO 00€CIIeYeHUsI MOXKET MPUBECTH K MHOTUM
pHCKaM: OT OTEPH JTAaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKH TBOETO YCTPOMCTBA, I'/ie
yCTaHOBJICHA HeJlerajbHast mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTaJIbHBIE
U OecIuIaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.

O nopraJjie

CeteBHUOK.p¢ - TBO INIaBHBIA COBETYHK B CETH. 371€Ch ThI MOXKEIIb y3HATH O OE30MIACHOCTH B
CETHU MOHATHBIM U JTIOCTYIIHBIM $13bIKOM, a P BOZHUKHOBEHUU KPUTUUYECKON CUTYyaIIUU
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHSTH y4acTHe B KOHKYPCaX U CTaTh CAaMbIM ITU(PPOBBIM
rpax JaHUHOM



